
Lance J.M. Steinhart, P.e.
Attorney At Law

1720 Windward Concourse
Suite 115

Alpharetta, Georgia 30005

Also Admitted in New York
and Maryland

March 3, 2009

Electronic Filing via
www.fcc.gov/cgb/ecfs

Marlene H. Dortch, Commission Secretary
Office of the Secretary
Federal Communications Commission
445 12th Street, SW
Washington, DC 20554

Re: Annual 64.2009(e) CPNI Certification
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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: Isteinhart@telecomcounse1.com

Pursuant to 47 e.F.R. § 64.2009(e), Dynalink Communications, Inc. hereby
submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

!~~. Steinhart
Att ley for
Dynalink Communications, Inc.

Enclosures
cc· Mendel Birnbaum
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I, Sol Birnbaum, President ofDytialink Coinmunications,mc., certify that I am an officer
ofthe company named above, and acting as an agent ofthe company, that I have personal
Imowledge that the company has established operating procedures that are adequate to
ensure compliance with the Commission's CPNI rules. See 47 C.F.R § 64.2001 etseq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
.. how Dynalink Communications, mc.'s procedures ensure that the company is in

compliance with the requirements set fOrth~.. ectioI;! 64.2001 etseq. of the
Commission's rules. '.

i. . j!,/;-;
V/
~ /

Nam-e-;"i§6l-;:'-jB=-irn-:b-:a-um--._-.._-- -_--._-..-_..- - _._ __.._ _ _.__ _._..
Title: President
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Dynalink Communications, Inc. has not taken any actions (proceedings instituted
or petitions filed by a company at either state coinmissions, thecourtsysteriJ, or at the
Commission against data brokers) against data brokers in the past year. Companies must

. report on any information that they have with respect to the processes pretexters are using
to attempt to access CPNI, and what steps companies are taking to protect ePNI.

Dynaliuk Coriununications, Inc. has not received any customer complaints in the
past year concerning the unauthorized release of CPNI (number,of customer complaints a
company has received related to unauthorized access to CPNI, or unauthorized disclosure
ofCPNI, broken down by category or complaint, e.g., instances of improper access by
employees, instances of improper disclosure to individuals not authorized to receive the
information, or instances of improper access to online information by individuals not
authorized to view the information).

------_.__._--_.._---_._-

Signe~d~=_;__f::,,'-=......:,_:;__:__--_
Sol Bimbaum, President

FCC Annual Filing
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Exhibit A

Dynalink Communications, Inc.

Compliance Requirements



Dynalink Communications, Inc.
233 West 17th Street

New York, New York 10011

Compliance Requirements

Dynalink Communications, Inc. ("Company") maintains the following operating procedures to ensure compliance
witll the requirements set forth in Section 64,2001 et seq. of the Commission's rules

Seclion 64,ZOO$ Usu Qf c«stomer pr-oprietary network Information without cnstomer
opproval,.

(a) AxTy telecommunications Q!1tr.Jt'T mp.y us{,'"~ rjiselos6) or pem1it access to CPNI fur the purpose. of
providing or markoting service offe.l:l:igs amonl?- the ~gorles of service (i'~'l l()caJ~ i.n:terexchange, an4
C}yf)5,S) ~n vr'hich the customer already subscrIbes from the sa-Ine carri~. without cuatomer approval.

(J) If a teJecom:rmmlootlollS cam", provldos diflj",mi catogmje, of service, and a cu'lomer
suoscrlbes to more than one mttl::gOly of service offered by th~ c·wer, the- carrier is pennit:red to shan~

CPNI among tne: cro:rier~s a:fillimed entitie.i that provid¢ a servIce offering to the ~ustOD1f'..r.

(2) If a telecQmrnunloatioDs cw:rler provides different oategories of wrvtce~but a e-mtol.ller does
not subscribe to :lTlQre 1ltaJJ. on'} Qffering by the carrier, tbe carrier is not PeI,wtted to share: CPNl with its
lli'fiiiaJ:es, ",,""pt "" provided in §64.2007(b~

(b) Atelecommunics:t1.oo& carrier~y not -use-~ disclQse, or pC'finit aocCBS to CPNl to market to- a
CU$l'Oi.UJ;:r servioe off~:ings that e~ wlt1J.in a ca\:egory of servjce: to whic11 the su.bsQ~·j~r does: not ~1ready
stlbscHbe from that ~an'lel. unless that caniC( MS C11stomer approval to do SOl except as desoribed in
p",.graph(c) ofOus section.

(1) Awiro1ess provider ma.y use: diwlosej or pennjtac(:c&s to CPNl derived from. lts provision of
av1RS, withom customer approval, for the provIsion of CPE and inior.llliltion service{s). A vtirtlHp,£ carrier
may us", disclose or pe""i, access \l) Cl'Nl derived from it; provision of local exchange ,ernw or
interexchafig,e service, without cwtomet awrovalr for the provision ()fCPB- and -cell flnswedng, voioe man
01" messaging, voice storage and T~e.val service&" fax store and forwa1d~ and p:nJlQcol oCo!ivel'sS.on,

(2) A t.e-loc-ommunications cm:rier lllliy not \lSt}> d1$close~ or pc.:rl'oit accefiS t!.) ePNI to identify or
I:tack cust.omers. that call competing servloet 1,roviders. Po:!:' exampi~ a l()(:al e.'::i:hange carrier may not use
local service CPl'fI to tra<;;k all customer,') 1hat call ka~a! service competitors, .

(c) A tele<::orurnunications carrier may use~ disc1ost\ or permil W;:C'3SS to CP}''1~ wilhout customer
approval, .. described in. fui. p""'\ll'llph (0).

(1) A teleoomn:umio~tians Calder wq use, discloser or permit am:ess to CPNl~ without customer
approval, in its provlsjoo. of insi.<le .......iring installation,maintenance, and repair services.

(2) CMRS p:r~~1dm may use, disclose, or p<;rmit aCt''''' to CPNl for \he PUJ]lose of conducting
,...""reb on t1'.6 health cl"''''''' ofCMRS.



(3) LECs~ CI.\.fRS providcrs~ and interconnected VolP providers' may usc ePN}) without customer
approval, to m.arket services form.erly known as ndjtmct-to..btl.<:;k sel:vices, such :is, hut not limited to, speed
dialin& computer-provided directory assistanc.e; call lYwnii.oring, call tracing~ oall blocking. call return,
repeat dialing., call tracking, call 'waiting, tJaller 1.D., cat! forwarding, and wrtain Centrex f~atures..

(d) A telecommunications carrier may US~, disclose) or ptllmit access to CPNI to protect the rights
orJ2roJ2erty of the carrier l or to protect users ofthose: oo.ryic~s and ot.her carriers from fraudulent, abusivc~ or

-'~~-~~-"'_¥~~----~~~-'-uJuawruruseOI,OrsUbscription to, :rucft'~es.

11" Compm,v lias adopled specific CP1Vl policic. to efl>Wte tIM, ill Ille absence ofCU$lomer approwtl,
CPlVl Is onry lIsea by II,e Company 10 provi<le or marlwt sm'ice ojjer;',gs amoftl( tile categories oj
service (ie., locol, 11IIere.xcl!onge, aJl(] CNRS) /0 WllicJl the cU'1amer ,,!ready subscribes. Tile
Company's eRNl poiicie.~prohibit the shadn~ of CPNI with affiliated compmrieJ;, except as permitted
amier Rule 64.2005(a)(1) or witl' customer approval pursuallf to Rule 64.2007(1)). Tile oilly excepliolls
to Illese policies are as permitted ullder 47 U.S.c. § 222(d} umi Rule 64.2005.

Approv~! requireti for 'U.,<>C of eustrnfl,(.\l' propd.ctary ne'twot'k infonnation,

(a) A telecommunications carrier may obtain approval through \vrltten, oral 01' eleCltonic
methods.

(1) A te-lecommunica'tiomi camer n;lying on oral appro"\.'al shall bear the burden of dcn.lor.~trating

that such approval has been given in oornplhmce. with the CommisBejt)1J'9. rules in this part..

(2) Approval or disllpprov~ll to U&0, di3close~ or permit access to a customer1,g CPN£ obtained by a
teJeCOffi[l1.UnLcatiom. carrier must remain in effect until the customer revokes or limits such approval or
dhmppwval.

(3) A teleCOm1l1UnicatiollS carrier must maintain recorda. of approval, whether om.!} w('itten or
-sleetronic, for at lea::>t one year,

In all cit'cumsfaftces where customer approval is requiretl to WU;!, aiscl1ise (1r pefmit acce,'J,lj' to CPNl1 the
Company's Cl'Nlpolicies re~uire Illalllo. Campi"',)' "blai" cus,omer apprOl'a( llorough written, oral or
elec/ronlc melhods h' cempliallce with R1IIe 64,2007. A """lOllIer's approval or tlisaPllrOllal tematlls In
effect until the CU9tomel' revoke~ or limits tJw tfpproval or d;sflPPTQval.. The Company mafYltaillS records
ofcustomer appmval (whetirer w,iffeJlj oral Of electrfJfdcj for a mfnimum uf rJ11.(!, year,

(b) Us. o/Opt-Out and Opt-In Apwoval Processes. A telecommunications carrier moy. subjeci
to opt-out p.pproval or opt..iu approval, me its customer!& jn.dividuaH)' identifiable CP'N1 fOT the purpose of
marketbg cUlnmlJOjcotiomH~lated services to tllat customer. A tclecomm\U1ications carrier may, subject to
opt-out appHrval or optMin approval, disclose its customer~s individually identifiable ePN}, for tbt;; p\l.rposo
of'lnF.r!<(',ting collUT1unicatiol1s·related services to that customer, to its agtmt:3- and its aff1J,jatci3 that provide
comx:t1unication.s-related services. A telecornntun1catlQl.1s carrier may also permit su~h person or entities to
obtain accesS to such CPNJ for such purposes, Except for use and dhlC.lmlUre of erNI that is pennitted
without customer approval under section §64,2005, or tJ:-..at is described ill this pamgraph, or 05 othef'W'ise
provided in section 222 of the Com.-nunlvations Act of 1934, f.lS alnell.rl~ a telecommunications carrier
may only use, disclose. or permit access to lt~ GUl:ltormrr's lmEvidnally identifiable CPN1 subject to opt-in
approval.

The Company doer flot use cpra f01 any pltTJWse ([neluding marketing communicatinn$-relaied
serllices) and dues not disclose or grant access to ePN! to any pt(rty (including f(J agent.s or afjlliates tflat
provide com1n1mtcati()lIs~relfI1edserv}.ctm), f!X.(~l?P/ as permiltru/ un.del' 47 US.C § 221(d) and R.ule
64.2005,
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8E:ction 64.200R N()tite required for use of (:ustOIDe:f pl"()prietal'y network information.

(a) Notification, GeneYally. (1) Prior tQ any soliciwtion for customer ~pprovtll. a
tn1ecornimmlcatfons can:ic:r must pl'ovidc notificaticm to the customer oft'hc cu:rtomerlg light to restrIct use
ot: disclose of, and acce~s to that cu!>tomer'~ CPNL

(2) A telecommunications cartier must maintain records of notification, whether oral, written or
,~,-~"w'~~'-"~~~~-~'~'--eIWffCruc:f6T at [east one yeal" -~._-_._--~----~------~-"~~.

(b) Il;dividuaJ notil;~ -lO (,.'Ustomers must be provided when soliciting ftT>pwval to USC1 disclose, or
permit access to cuswmers' CPNI

(c) Content ofNotice. Cu~tomcr notiiication must provide sufficient lntormal.1on to enable tile
customer to m&ke an informed decision as to whether to p~rmit a cmricl' to usc, disclose, or pelmit acCe..~3

to, the customer's CPNl.

(1) TIle notification must state tllat the cnstom:;:r has II right, and the cal1'lcr has fl duty, under
lederal hlw, to protect the confidentiality ofCPN!.

(2) TIle notification musr <poeiry the types of iufmmntion that constitute Cf'lfJ alld the specific
entities that \vHi receive the CPNI, describe the purpO-.')es for which CPNT win be used, and inform tne
customer of his 01' hert'ight to disapprove those use" and deny or wittdr/lW acoes, to ePNl at any time,

(3) The notifioation must advise the customer of ill. precise steps the cu'lom", mH,t take in order
to want or dony access to erNl, and must ele.arly stale thot a denful of approval will not affuet tbe
provision of any services to which the customer subscrihes. Ho\vevcr, carriers may provide a brief
statement, in a clear and neutral1anguage, describing cor.scqu_cnces directly resulting frrnn the lack of
aCC:l:lS1) 10 ePNI.

(4) The noti'fi,cation must be comprehensible: and must not be misleading.

(5) If written notific·at!OOl is provided! Om notice must be c}!J.\uly legible, lise sufficiently large
lype, and be placed iu an area so as to be readily appar~I1t to a customer.

(6) n' any pOliion of a notification j" translated into n"olher l""goage, Lien all portion, of the
notification must be translated lnto tb?~t lang\lagc,

(7) A canier IMy state Inthc notincatim, tha, lile cllstomer's approval to use CPNl may enhance
the carrier's abiliLy to offer prodtwts and services tailored 10 the customer's needs, A cartier also may state
in the notificatJ(},\) that it may bo cOln!)ellcd to disclose CPNI to nnypmon upon affirmative \vritten request
by the C'ljSlOm~r.

(8) A omler may not include in the notification any statement attempting to oncolU1\ge a customer
to freeze U,ird"parly access to CPl'\l.

(9) Th. notification mllst ,tate Ihat my approval, nr ,bnlal of approval fOT the use of CPNl
outside ofthe service to which th~ CU:ilomer already subscribeR iiulU that cnTricr is \'aHd nnti~ the customer
affirmatively revokes or limits s\lch aFProval or denial.

(to) A lekcommunications carrier's solicitntion for approval muSt be proximate to the·
notJfication ofa cU3tomer'9 CPNI rights,

The C(;mpflnyls CPNJ p(lllcic,'t re.lju!re tltat CflSW11'Ulr$ be notified of their rigllts, and tIte COl1Jpanyrs
obligf1.(icJns, with respect Jo CPl\7Pl'Jht to lmy solicitation for cU~'(QmerapPTowJ. AU l'(':quirerl customer
Itotices (whether written, oral' or electronfc) romply with the requirements u-f Rrflr!. 64.2008. IRe
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CompUJty maintain.,fi records oj aU requi}'ed elL~tomer notices (whether wrute14 ora! or electronic) fO! a
minimum {)f oneyeal~

(d) ."'.'olice Reqlfir~men(s Specific to Opt~Out. A tekcommllnicationB carrier must provide.
notifiC<'lliQrl. to obtain opt--out approval through electronic 01' wrlrten l11et.hQd.~~ but not by ora}
communication (except as provided in paragraph (f) of this $cction). The contel~t" of any such notHIcation
must oomply with the l'equirenW1l1$l Qfparagraph (c) of this section.

• ~,_~_..¥. ,'_~_..~~,,~~,~_,,~"v~~__¥~

(J) Carriers must wail a 30-day minim.um pllriod of fur" after giving customers notice and an
opportunity to opt-om before assumbg customer approval 1'0 use, <lisclos~~ or permit ~cc~r:;15 to CPNI. A
carrier may) ir~ its: dis(;l1..1.ion~ prQvidt': fur n long(.1' period. Cerriers must notify c'OstoroC-'IS as to Ute
applicable. waiting period for a. response before appro\l"al iB assumed.

(i) ITl lIle. cu,<re of an electronic form of notification, the waiting period shall begin to run fronl the
date 011 which the notification \'!,'as sent; and

(ii) In the ca.,e of notification by mail. the waiting period shall begin to run on the third day
following the date fuat the notification was mlrlled.

(2) Carriers using the opt-out mechanism must provide notices to their customers every two
years.

(3) Telecommnnications carriers Ula, use .-mail to provide opt-oul notices must comply with the
following requirements in addition to the requirements generally applicable (0 notification:

(i) Carriers must obtain expres.s, Yeriflable. prior approval from consumers to seud noueGs via 1,';­

mail reganling their service in general, ur ePNI in particulnr;

(ii) Ciw'iers must aUow customer!} to t'e?ly directly to e:~l11ui1s containing CPNl1iotices in order to
opt-out;

(iii) Opt-out e-rnailllOtices that are retlll1lod to the carrier"" undelivcrobic must b. sent to the
.customer in anoth.er -form before carrier~ may consider UItJ. <ms1.0In.er to have received notice;

(3.v) Carriers tum U$e e-mail to send CPt'll notices must ensure rhfrt the ~mbjeet Hue ofthe message
clearly and accurately identifies the ;'!ubjcct matter ofthe e-mail; al~d

(v) Teiceonnnunkatiolls carriers must make avaHob!. to every customer a method to opt-out that
is -of no additional cost to the customer and that is available 24 hours a day, seven days a week. Can'iers
may satisfy this requirement through a corr~bination ofmclhods, so, long as an OUl>toruen. have the ability tQ
opt~out at no cost and ~re able: to effectuate that choice whenever th0Y choose.

The. Company does not currently .w/kit flOp! out" Cf(~t()mer approval for {he f/$e Qr d;sdQ~·{.f.re ofCPNL
The Company lloes nat use CPNI !(Jr (Illy purpOb'e (hfclUdlng matketift{( commlmfooliOfUI-re(a((ul
serviee..'i) ami (foes not disclose or gt"rmt (U:Ces'$' f.() CPNI VI an)' pf.Uty (ine-ltuJing to agents or aJfllll1~ that
provide (,.'QIJulIlOricariollf-relafd services), except (~8 permi[(ed Ullder 47 ll.S.C § .222(tl) (Iud Rule
64.2005.

(e) Noticl! R<fquiremenls Sp~ciflc (0 Op(..In. A t~Jecommunications camer may proVide
notit1cation to obtain opt-in approval through oral, written. or el~ctronic methods:. The contents ofany such
notlficfl.tion mu:rt comply with the requu-ements ofparagmph (0) of this section.

111< Company does 1101 currently solicit "opt ill" CIISWlller I!f!proval!or th. us. or .isc/osu," of OWl.
The Comptmy d(Jes nQt rise, illsclose or griUlt fl{:.CeM to CfNlfor Imy purposel t(f au).' jJlflfy or in allY
manner that would rCYJuire a customer's "opt ill" apprtlwd under ike Commission's CPNI Rules.



(I) Noliee Requll"elllants specific to One·T1me Use ojCPNL (1) CalTiers may use oral notice 00
obt,jn limited, one..time use of CPNI for inbound and 01ttbound customer telephone contacts for 'the
dutation'ofthe. caJlr regtmllcss Qfwhethcf carriers U$e opt-out or opt-in approval based on the nature of me
contact.

(2) The contents of any ",wll "olification mlist comply with the requlromonts of pamgraph (e) of
this 8ecti(ln~ eXGopt that telecommunications canters may omit 1'111)" of the folJo\'l'i,ng nolice provisions if not

,--_.~~~~~-,~~~.~- '--~r0vaDt to the TimitCiJ"GOO1or whic11ffiecarfrer secKs1':f.!Nr:~-· .;;.;..-~_.

C') OlrrieJ's need not advise customers that if tile)' have opted-out provioQ,iy, no action is needed
to maintain the opt"'OUt election;

(0) Carrier;; lwed not advi~e customer,r;: that they may Shl.ll{i CPNJ \"'ith their a.ffiliates or third
parties and need. not name those entlties, iftllc limited CPNI u~nge win not Te~l1{t in llse by, 01' disclosure
to, an aftlliate Of third party;

(iii) Carriero need not disclose the means by wl\ich a customer can derry or withdraw future access
to CPN1, so long as c.arriers exp1ain to customers that the scope of the approval the carrier seek1: i~ limited
to one-time use; and

(iv) Carriers may omit disclosure of the precise steps a cus£om.er must take in order to grant O.i"

deny access to CPN1. as long as the carrier clearly conununicates that the customer cm) deny ao;ess to his
CPNl for tllO calL

In Illstances witere Ih. CompallY seek.> «lIe-tlme Clislqm.r approval!or Ihe lise or disclosure of ClWl,
the Company votains such npprovill in acconlam:e willi (h~ disclosures, methods ami requirements
con/(,llIed in l{'l1e 2008(fj.

Section 64.2009 Safeguards requir.ed for use of cu.s1Qmer proprietary nctwod.;. information.

(.a) Telecomfllunicf.ltions ca.rriers lnust implement it system by which the status of a customer's
.CPNJ approval can he clearly eiltabllsile<l prior to the \1.'. of CFNI.

Tile Company1s billin.g system a[{ow.i aUihorized company lJe~mme{ to easlly detc!Tmint the ,ttatllS Of (z

customer's eRN! approl-'al on tile customer aCCQunt screen prior to the use ar dtscws.ure. ofCPNl

(b) TclecOIwurmicatiollS carrien must train their personnd as to wh(,';J) the>' f'lre find are not
author i7..ed to use CPNI. and carriers must have aI'l express disciplinary process ill place,

The Co~rtpanyhas established CPNJ (:ompliatlce JWlkie,V' t/Jar ltu:lutle employee fraining on. restrictions
on tbe 'tiM and dLr;c/QSUfe Of eRNI altd required sa[egllartllf In protect agaillst unautlwrl$.ed rt,M (ir
disclosure oj CJ>NL ElJ!ploy.~, Itave Mgneli tltat tltey l/1liler,'talld tile CPNI policies alld I< fiolatioll of
those policies will result ill disciplhtary action.

(c) All clUTier'S shtl.ll maintain a reoord, electnlni<:ally or in some oilier ma:l1lcl', of therr own and
their ail1iil'ttes' sales and marketing campaigns that nse th~jr cw"tomeJ'S' CPNL .AU corders shall m.ail,l.taln ~

record of all lnsbmccs where CPNI was disclosed ox provided 10 third partics~ or where third parties were
allowed access to CPNL The nxamJ. must include a description of each campaign~ the specific CPNI that
was used In the c.nmpaign, llnd w.hat product~ and services were offered as a part of the campaign. Carriers,
shall t'etain the record for a minimum ofOU6 year.

11le Compl<ny's CPNI poileies require tl",t all sales alld marketiff{j campaigns inc(/«!illg Illose IItlltzlllg
CPNI be recorded and kepl oll/ilefor at least one yettT. RecQrds are also maintainedfor d;sdl/~'ure Of

access to CPNI by titlrdpartlas. Tile records h'e/mle ti,e reqllired i~rormatlolliisteli in Rille 64,2009«).



(d) Telecommul1ir.atioll!; catrters must establish a supervisory review proce..:o,s rega.rding carrier
complil1nc~ wit:! the rules in this sUbpart for out~bound marketing situations and maintain records of carrier
compliance for a minimum period of one yenr. Spccjfl.c~.Hy~ sales personnel. must obtain supend50ry
<ll-1>Ioval of any proposed ont-bound marketing request for customer appwval.

The. Company'. CPNJ policies r"lillire empiuyees to obtain approval from tile Company's CPNJ
"'_M~_~~ __..~~~.~e~ __~._<;;Q!l1f1Jttlf1£e OJJjce:r 12! all marketilJil (.~lJ.rn1!!1!li!!AJncludiJlg t/ws~ utilizing ('Pl"flJ!!Jor t/) btitia(JngJlu~. _

camJXlign. Record of the 1nl.lrkelulg campaigns, along with the appropriate supervisory approval is
ma-inwbJed for at/east one yaa.r. '

(0) A tclecom..rnuoications carrier must have an officeI', 83 an agent of the carder, sign ilnd file
with the CommissioD a compliance certincaL"C on u,"l annual basis, ~n1e 011100r must state in the certification
that he or she ha:i personal knowledge thf..t the compe:uy bas establi.shed operating procedures that are
adequate to ensure compliance with the rules iJ1 this subpart. The carrier must provlde a slatoment
accompanying the: certfficate explaining how its operating procoour~s ensure that it is or tl$ not in
compliance with the 2ules in this subpart fn additio!lr the carrier must iucln<le ~m explanation of any
actions taken again3t data bTokers and a summary of aU customer cornpluinto rC<:eLvcd in the past )'e::ar
concerning the UMuthorizt:.u release. of CPN!. TIus tiling must be made nnnuaHy with the Enfor¢cment
Bureau on or before March 1 in BB DocketNo. 06~36, for rnr~.pe!iainirlg to the preViOl.lS calendar yenr.

Tlte required vJflcer <:ertifiCiIthm, ft¢{ivns taken against data brokers and ;fUmmtLlY of customer
C{Jl"if/J(,ftlnJ documenfs arc included waft thi1.f accomp(I,~yit!g .vtatement. The.. CompaJW will file iJlese
documents OJ! an aMIUlll basis on or be/ore March i/of data pertai'ni.ug to tile previous calendar year,

(t) Carriers must provide written notice wi1hin five busmcEs days to tht: 'Commission of allY
instance \'vhere the opt-out mechanisms do not work pl'operly, to such a degree that oon~wners' L"1abilHy to
optMout is more than an anomaly.

(1) The notice shall be in the fonn of a letter, .nd shall jncJtKlc the earrior'. nalDO, " ooscrlplion of
the opt-out mechani,m(,) used, the problem*) experienced, til.e remedy proposed and when it will beiwa,
ilnplemellted, Whether the relevant state commissio.n(s) has been notified and whether it has laken eny
action. a copy of the notice provided to customers, and contact intormation.

(2) S1,.lc.:'l notice mw;.{ be submitted even if the, c.1.rricr offcf.':!o other methods by which consumers
may upt-out.

The COrnp{mj" rlQ"es not t'urre.ntly solicit Iropt out" customer approval for the use OT disclosure olCPNI.

Scetion 64.Z0Hl SafeguardS: Oil tlte djscloSUl'~ of customer proprietary network in£orma tion.

Ca) Safeguarding CPl\7. Telecommunications cmriers must tn!{C roasonabb measu;-es to discover
and protel;.,'t against attempts to gain unallfuorized (lccess to ePNl. Telecommunications carriers must
properly autheuticate a cUsHnll.er prior to disdo~jng CPNI hl1scd on cu:;lwmer-initiated telephone contact,
on1.m3 account acccss, or un jn~slore visit.

11M CompanY'8 CPNI pcUcies and e.1tlplayee trailling include reasonable measures to d~";rJver (md
pr()tect ag({i1tht antit1ity tllat is iudtcalive ofpretexfing aJzd employees are instruCle(l [(J I1Qt(fjJ the CPNI
Compliance OjJlcer ifallY sliell activity Is "••pecle«.

(b) Te{fJphone ac.ceS$ to CPNI. Telecommunications caniers ma)' only disclose call detaE
infQn:nation oYer Ole h';lcphonc~ ba:::ed on cU3tomet~ihitiated telephone contact) if the customer fu:st
provides the carrier with a passwQrd, as described in paragraph (e) of this ::.ecHoll, that is not prompted by
the cmier asking tor readHy avuHable biographical information, or account information. If the. customer
does not provide a pa~sword, the telecon1.munications ctlrtier may only disclose call detail informution by
send-lug it to the custnmerlg addre·.'}s of record, Of1 by calling the customer at tho telephone J.1Umbc:r of
record, If the customer is able to provide call detail inform~tton to the telecommunications carrier during II
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customcr~initiat¢d call without the te1econunmllcations cardefs assistance, then the telecommunications
cnlTier i!; permitted to discuss the call detait in[ommtion pro\/idcd by the customer,

The Company's CRNlpolicie,v ensare Ihol a ,,,,Iomer is onry "ble to occiss call1leMf informalia" Over
the telephrmc in Qne of the ways listed in Rule 64.2(JIO(b). .if the customer (:umwf remember their
password, they are prompted to answer a security question. Neither the pas..swQrd nor the security

__~_,~~~e__~_~ ,v__,,_!I!!!!.8tWl~!!!f!.!-~e4on !!!E~!!Lawiilable biflg!~0!Jfpn1!.f!.(i!!!!:..!!!.!!:£92_:f!!!_J!!:lPEE....4!!EJI. Custom~ ~._~__·
set'l.Iu;e J'epresemattves ate ittrtflurUld to alllhentiCote Oll.stomer8 Qver flat telephone in all illstauoes i!-xcept
1!1 tlu case where the customer pr()vJde,t; tile call detail iJifonHiItioh witltout the Q,<{sio({tt.l1lce of the
Company. '

(c) OnJb1e t)(X!ess 1.0 CPNJ. A telecommunications cal1'Ler mus1 authenticate a customer without
tl1C use of readily available biographical iofonn~tion, or aCCcltult bfonnatioll. prior to allowing the
customer online access to ePNI related to a tolecommunications. 8~rv.ic~ account, Once authentica1~ the
customer J,l:'lay only obtain online accc."{..~ to ePNI related to a telccOlmmmications service accouut t1lroUgb a
PQ.Sswo)''d1 1'Is: descdbed in paragraph (e) oftj}js section, that is not prompted 'by the carrier asking for readily
available biographical iufol1natioo, or account infonnation,

11le CompaJlY'$ CUS(OI1U!!$ do n.ot currently have aCC(1S.~ to their aCCQmlt onli1le.

(d) In-StQre access to ePN/. A telec·ommu:nkatioDs canter may discloso CPNI to a customer
who, at a carrler's retaillocatiOllp tirst pI'{lSenl'S to (he tele<:omm\micatlons 0anier or its agent it valid photo
10 mate-hi.ng th0 custom.eJ's acCOunt information,

The Company does not have retail locations.

(e) Establishment of a Pa,,.,word and Back-up AuthenticatioN Method' for Lost or Forgotten
Passwords, To establish a pas.<Jwol'd j 'a teolecomOUll1katiol1s carrier must e:uthentkate 'the customer witho\lt
the use ofreQdily available biogmphicaJ information, or .CCOUllt informatior,. Telecommunications carriers
may create a back~up customer authentication method in the event ofa lost or forgotien password, but such
·ba<k·up customer au1hen1icatioll method may not prompt tl,. customer for readily available lYiographical
'information, or aCc01mt infonnation, If a customer Cfu"lllOt provide the correct p:;lssword or the COrrwl
respouse for ili.e back¥up customer authenlical:iuu method, fhe <:,us:tom.er must estabH·sh a new password as
descrlbed in this paragraph,

Ti,e Company's ePNl ponde. allow for u Ie'" ",(rys /0 tJilablisll a pa8S>l!Ofl4 "II of which ensttre
complirmca with the (lbvve p(lTugraph. Erui, m(!.t!w([ al80 rllfows tht. em'temer {I,} '!Yjffoli:sh a htu:k-up f)J'

security questwn in the eveltt that they forget their p(fsswora. 1Jt flO event does the. Company use readily
avtrllufJie bi()gr(JPhicaf infQrmaflon or account in/0t7t14twn as a haefl...up quesuIJ11 Qf as (J means to
establish {l password or autltenlicate the cu,fl/otner.

(f) Notification of account changes. Telecorr.munica.tions carriers r.nUf~t notify customers
irrunediately whenever a password, customer response to a back-up means of authentication for 1~1 Qr
forgotten Pfl:::sv\,'ords, or-lioe account, or address of record is crcat~(l or changed. This J)Q'dfic$tion is not
l'oqniJx:.d whea tbe <iUl5tomer ioltlates r:service1 i.ncluding the selection of a password Bt s,¢rvi.co iJdtintioll,
This notHkaHon may be through a Ct11'rler-.origuwted vOlcmnaH or text message to tJ\e teiepncme number of
record l or by maO to the address of record, and must not reveal the changed information or be sent to the
new account information.

Tise Company's bllllllg system gellerales « Ilotljlc/ltton leiter w/,ell /lilY ~f the fields [;sted i" Rule
64.20IO(j) is created or cha"ged. l1lC Company immeailliefy mulls out lite ltolif/cilium 10 Ih" adUress of
record (neVI!T 0 new "dflr"'S) whell requiml by Rule M.20l0(j). The comen! oftile ,..tiflcaJ!o" complies
"'itlt tile requirements ofRule 64,20IO(j),
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(g) Busines,~ C'u.H01mu' Exemption.. Telecomm.unications carriers may blod. themselves
contl'acrually to authentication regimes other thall those described jn this sectiOJl for servIces they provide
to their business customer that have both a. dedicated account representntivc and a contrBct that specifica.lly
Rddresses tho carriers' protection ofCPNI.

Til. CompaTly does nol "tUtu tit. business cust.",,,, exception allMs tllIIe.

Seetion 64.:1.011 Notification of customer proprietary networ], information security
br~aches.

(a) A 1~lecommunioa1iul\. carrie"hall noiil'y law enforcement of a breach ofits customers' ePNl
os provided. in tbis section, The CmTIeT shall nnt notify its cllstomers 01' disclose the breach publiclYt
whether volumarily or under state or local law or theB"e rules l until it has completed the proceS8 ofnotifying
law enfm~e",ent pursuant to puragraph (1)).

(b) As soon as practicable, and in no event later than seV(ill (7) business days, after reasonable
dote:rmil)ation of tho breach, the telecomm\ntiCaliOl1s carrier 'holl electronically notify the United States
Secret Service (USSS) and h1e Fou",.l Bureau o[ lovootigation (FBI) ulfollgh a central reporting facility.
The Commission will lnaintain a link. to the reporting filCility at hqp:/lwww.fcc.goy/eh/cnni.

(1) NOtwiJ:hsbmdlng allY state law to the con~'!!JY, tl.lC o!!J'riel' shall not notifY CllsIOIncr, or
disclo;w the breach to the pUhlic 1.1fltil 7 full biJsinCS$ days have passed a1tef l1otil1cation. to the USSS and
ti,e FBi excopt as provided III parllJ;raphs (2) and (3).

(2) l!"the cartier believes that there is an extraordinarily urgent need to notify ally cia" ofaffected
customers sooner t'Jan OU,.,wise a!lowed under paragraph (1), in order to avoid immediate and irreparable
harm. it ~h.all so indicate in its notification and my proceed to immediately notify its affected cU,3tollWrs
only after com;uli:ation with the- relevant investigating agency, The carrier shall cooperat~ with the relevaut
investigating agOl)GY'S rcquC!il to minimize any adven>e eftects Qfs1Jch cllstom~·r notification,

(3) n: the relevant investigallng ageocy determine' that the public disclosure or notice to
:custoffiG.rS would impede or oompromise un ongoing or IJOt,;mtiuJ crltninal investigation or national s¢curity>
.uch ogoney may direr·t thc cal1'i.er not to 60 dlscio,," or notify for nil initial period of up to 30 days. Such
period JnA.y be extended by the ageflcy as rC8sonahk lJ.ec0:~3ary in the judgment of the ngcu(.'Y, If such
direction is given, tile agency sIud] Ilotify the carrier when It appears that pUblic disclosure or notice to
affected cus!()mers \viU no longer impede 01" compromise a criminal investigation or national security, The
agency shall provide in writing its lnitjai direction to the C31rjro.', any subsequent exte11S1011, and. any
notification that notice will no longer impede or compromisf.\ a criminal investigation or natie>nal security
and. such wrilings shall be contemporaneously logged on the slime reporting facility that contain.;; recon.ls of
llQtificatiDns Died by carders.

(c) R{."Cordkeeping. All C<;\rriel's a-llalJ l:rJaiJl:tajn a recQrd, elootmnic:alJy or in some ctller ITHilJ.'1Cr} of
any breaches di')covcrcd~ notification made to: the USSS and the FBl plll'SUant to parngrapb (b), end
notification made to custOffi'~rs, The record must in.chde, if available, dates of discovery and notificati~ a
detaHed description of the CPNI that was the sUbject of the breach, and dIe circumsta.'1ces of the breach.
Carriers shall retain the record. for a minir:mm of2 years.

The Comp(my hfl,ipolicies arul procedUr(!,f in place to emmre cQmpllance wiilz Rule 64.2011. When it Is
'l'easQ'irably determined that a braaclt Itas oaurred, the CPNI Compliance Offecer will rwtifJ' law
e~to",e/llelft altd /(s cuslolner ill tile required tlme/rame<, A reco,d o/flte breaclllVl1i be maillmi".d/Qr
a minimum of two year$ amI will include fJIl In!o1'"fh,ation required by Rule 64.2011.
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